
PERFECT PROTECTION 
FOR BUSINESS 
OUR IT SECURITY SOLUTIONS AT A GLANCE

CHALLENGES

 ¡ Targeted attacks are on the rise 
and can lead to high costs

 ¡ Cyber criminals are getting ever 
more professional

 ¡ IT security is becoming 
increasingly complex

 ¡ Mobile devices are making 
networks ever more 
heterogeneous

G DATA SOLUTIONS

 ¡ Constant research and 
development to respond 
quickly to new threats

 ¡ Effective Cloud- and  
behavior-based protection 
against attacks

 ¡ Securing of decentralized  
and heterogeneous networks  
of any size

 ¡ Automated protection for all 
clients including Mobile Device 
Management

CUSTOMER BENEFITS

 ¡ Effective protection for IT 
infrastructure

 ¡ Protection of intellectual 
property

 ¡ Operating costs reduced 

 ¡ Risk minimized

We combine award-winning 
protection with a clear, easy-
to-use management console and 
well-structured, understandable 
reporting options. This applies for 
networks of any size – with ten 
or ten thousand clients. G DATA 
solutions enable enterprises 
to effectively protect their IT 
infrastructure while simultaneously 
reducing maintenance and 
administration costs.

STRESS-FREE DEPLOYMENT

G DATA solutions can be installed 
with just a few mouse clicks. Our 
easy-to-follow installation wizard 
provides a smart, fast way to install 
the core server components. 
Thanks to the administration 
interface, deployment is quick even 
in heterogeneous environments.

REDUCED TOTAL COST OF 
OWNERSHIP

Our solutions help to reduce 
total cost of ownership. G DATA 
Administrator combines all 
administration options into one 
user interface. This saves time 
and money. Administrators of 
large company networks have a 
permanent overview and can access 
all relevant settings as needed, 
without being restricted  
by complex menus.

THE PERFECT FIT FOR ANY 
INFRASTRUCTURE

G DATA solutions offer impressively 
comprehensive security functions 
that can be enhanced with 
additional modules. This enables 
the security solution to be easily 
customized and adapted to 
specific requirements and network 
topologies.

As one of the leading companies in the IT security sector, we can rely on 
30 years of experience. This means we are capable of responding rapidly 
to current challenges and threats. Our business solutions provide security 
that any business can rely on. They are tailored to specific needs and can 
be adapted to businesses of any size. 

SIMPLY
SECURE



THE NEW BUSINESS GENERATION 14.0:
OUR ENDPOINT SECURITY SOLUTIONS 

PERFECT PROTECTION FOR BUSINESS 

NETWORK  
MONITORING 

The new Network Monitoring 
module gives you a perfect 
overview over your customer 
networks. Monitor a multitude of 
devices and services from printers 
to servers and prevent potential 
outages ahead of time.

PATCH  
MANAGEMENT 

Vulnerabilities in frequently used 
software are among the most 
popular attack vectors. This is 
why all program files need to be 
regularly updated. Security gaps 
are quickly and efficiently closed, 
thanks to Patch Management.  

EXCHANGE  
MAIL SECURITY  

Exchange Mail Security protects 
emails before they even reach the 
clients and removes malware and 
spam from incoming and outgoing 
emails. Exchange Mail Security 
supports all Microsoft Exchange 
Servers (2007 through 2016).

EASY TO INSTALL: OPTIONAL MODULES FOR ADDITIONAL SECURITY

ANTIVIRUS 
BUSINESS

CLIENT SECURITY 
BUSINESS

ENDPOINT 
PROTECTION BUSINESS

MANAGED 
ENDPOINT SECURITY

COMPREHENSIVE CLIENT PROTECTION
Basic protection  
for the network

Network protection  
PLUS firewall and antispam

Complete protection  
PLUS PolicyManager

Complete protection  
as a managed service

CloseGap hybrid technology Maximum protection through proactive and signature-based detection n n n n

G DATA BankGuard Secure online payments – no browser add-on or additional software required n n n n

Behavior Blocker Protects against even unknown viruses n n n n

NEW! Protection against vulnerabilities 
in installed software

Exploit Protection reliably protects the clients against vulnerabilities in installed programs – from text editors to browser plugins
n n n n

Protection against harmful USB devices The integrated USB Keyboard Guard reliably protects clients against harmful USB devices masquerading as keyboards n n n n

Integrated protection against spam 
and virus-infected email

Add-on for Microsoft Outlook and for POP3 and IMAP accounts
n n n

Powerful firewall Monitors all incoming and outgoing connections and protects against DoS attacks, portscans and much more n n n

IMPROVED! Antivirus for Linux clients Protects Linux computers in the company network against Internet dangers. Now with support for even more distributions n n n n

NEW! Centrally managed antivirus for Mac clients Manage the Apple computers in your customer networks comfortably using G DATA Administrator n n n n

CENTRAL ADMINISTRATION
Managed Services Provides the ability to offer lucrative managed services n

IMPROVED! Simple administration and fast overview Central management of installations, virus scans and user permissions n n n n

Clear dashboard User-friendly overview of all relevant information, including context-based help n n n n

Remote administration From anywhere via web interface – even from mobile browsers n n n n

Device control Control who is permitted to use USB sticks, storage cards or burners n n

Application control Specify which programs are allowed to be installed or run n n

Web browsing filter and control of Internet use Websites can be blocked if required; web browsing time can be restricted n n

Active Directory integration Transfer existing group structures and automate client installation n n n n

Mobile Device Management Central administration of mobile Android and iOS devices, with antitheft protection, app checking, corporate phone book, call filter and much more 
(features can differ depending on the system)

n n n n

Software and hardware directory Detailed display of the entire inventory n n n n

Support free of charge 24/7/365 Development and in-house support work closely together in our Bochum head office n n n n

OPTIONAL MODULES
NEW! Network Monitoring Monitor the complete infrastructure of your customers, from printers to servers, using individually customizable metrics n n n n

Patch Management Centrally controlled software updates for Microsoft and third-party software n n n n

Premium Service & Support Guaranteed response times and highly specialized support contacts – offer available on request n n n

NEW! Exchange Mail Security Take advantage of virus protection and AntiSpam for your customers’ Microsoft Exchange Server (2007 through 2016) n n n n

NEW! Linux Mail Security Gateway Add virus protection and AntiSpam to your customers’ Postfix- and Sendmail-based Linux Mail Servers n n n n

NEW! Linux Web Security Gateway Extend Squid-based Web Gateways with comprehensive protection against viruses and phishing n n n n

   n Included n Optional
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“WE HAVE THE SAME EXPECTATION OF OUR IT SECURITY AS WE DO OF OUR-
SELVES: QUALITY MADE IN GERMANY. THAT’S WHY WE CHOSE G DATA.”  
Timo Erlemann, Head of IT, Vogler GmbH & Co. KG
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VISIT US AT B2B.GDATASOFTWARE.COM

© Copyright 03/2016 G DATA Software AG. All rights reserved. Reprinting, even of extracts, is only 
permitted with the written approval of G DATA Software AG, Germany.  

Microsoft, Windows, Outlook and Exchange Server are either registered trademarks or trademarks 
of the Microsoft Corporation in the United States and/or other countries. All other brand and prod-
uct names are the property of their respective owners and should be treated accordingly.

WORKING FOR OUR 
CUSTOMERS

Our service and support team is 
available 24/7/365 to answer any 
questions concerning our products, 
modules and features. 

 

Our support team works closely with 
research and development to offer 
the best possible first-hand support 
and to answer questions concerning 
our products.

AWARD-WINNING 
PROTECTION 

G DATA products are certified to 
German security standards, which 
are among the strictest in the 
world. We have been recognized as 
Europe’s most innovative IT security 
company. 

G DATA business solutions offer 
award-winning protection plus 
a host of special functions for 
company networks. Our customers 
can be sure that we will continue 
to identify new technological 
challenges in the future and will 
always provide the right solution. 

 
 

Easy license administration enables 
company protection to be expanded 
flexibly and easily at any time to 
accommodate additional clients or 
functions.

Our security solutions are easy 
to install, intuitive to use, save 
resources and do not compromise 
hardware performance.

G DATA | SIMPLY SECURE

WHY G DATA?

PERFECT PROTECTION FOR BUSINESS 

SIMPLY
SECURE
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  ¡ AV-TEST Innovation Award 2016 for 

G DATA Managed Endpoint Security 
powered by Microsoft Azure

 

 
  ¡ AV-TEST (Feb 2016): Outstanding 

protection and ease of use 
(G DATA Antivirus Business 13.2)


